Instalacja i konfiguracja serwera DNS w Windows Server 2008 R2
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Diagnostics > View the health of the roles installed on your server and add or remove roles and features.
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~) Roles: 0 of 16 installed
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This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Cortfomation Before you continue, verify that:
Progress « The Administrator account has a strong password

« Network settings, such as static IP addresses, are configured
Results « The latest security updates from Windows Update are installed

lfywhavebommpiehemyofﬂveprecedngsﬁps cancel the wizard, complete the steps, and then run the
wizard again.

To continue, dick Next.
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Before You Begin Select one or more roles to install on this server.

Server Roles Roles: Description:

DNS Server ] Active Directory Certificate Services Domain Name System (DNS) Server

5 5 provides name resolution for TCP/IP

Confirmation 1] Active Directory Domain Services networks. DNS Server s easier to

[ Active Directory Federation Services manage when it is installed on the

[ Active Directory Lightweight Directory Services same server as Active Directory

Results [[] Active Directory Rights Management Services E:h{"ai'l; -S:;im,',“ you sseeleC_t the i

ive Directory Domain Services role,

L Applcation server you can install and configure DNS
Server and Active Directory Domain
Services to work together.

Progress

[] File Services

] Network Policy and Access Services
[] Print Services

[] Terminal Services

[] upDI Services

[] web Server (11s)

[[] windows Deployment Services
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Before You Begin Introduction to DNS Server
Server REles Domain Name System (DNS) provides a standard method for assodiating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using easy-to-remember names
DNS Server instead of a long series of numbers. In addition, DNS provides a hierarchical namespace, ensuring that each
7 host name will be unique across a local or wide-area network. Windows DNS services can be integrated with
Confirmation Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating the need to add DNS records as
Progress computers are added to the network.
Results Things to Note
i DNS server integration with Active Directory Domain Services automatically replicates DNS data along with
other Directory Service data, making it easier to manage DNS.
i Active Directory Domain Services requires a DNS server to be installed on the network. If you are instaling
a in controller, you can also install the DNS Server role using the Active Directory Domain Services
Installation Wizard by selecting the Active Directory Domain Services role.
Additional Information
Overview of DNS Server
Understanding DNS Integration with Active Directory Domain Services
Planning a DNS Deployment
Understanding DNS Zone Replication
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To install the following roles, role services, or features, ciick Install.
(i) tinformational message below

sfirmation (@) This server might need to be restarted after the installation completes.
Progress ~) DNS Server

Results Domain Name Server

< Previous Next > I Install II Cancel I

“ 3] |3 Refresh disabled while wizard in use
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Before You Begin The following roles, role services, or features are being installed:
Server Roles

DNS Server

DNS Server

Confirmation

P

< Previous I Next > I Install

474 Refresh disabled while wizard in use
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& g Diagnostics

Sift Configuration
3 storage Before You Begin

Recyde Bin

Installation Results

The following roles, role services, or features were installed successfully:
1. 1warning, 1informational messages below

Server Roles
DNS Server

Confirmation (@) Windows automatic updating is not enabled. To install the latest updates, use Windows Update in
" Control Panel to check for updates.

Progress
~/ DNS Server Installation succeeded

(@) You can configure DNS by using the Config

i instaliati
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B 3 Roles
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Features > View the health of the roles installed on your server and add or remove roles and features.
8 Disgnostics 54
# f} Configuration
3 storage

(~) Roles Summary [ Roles summary Help

~) Roles: 10f 16installed S Add Roles

5 Remove Roles
DNS Server

~) DNS Server DNS Server Help
Provides name resolution for TCP/IP networks.
~) Role Status [ Go to DNS Server

Messages: None
System Services: All Running
Events: None in the last 24 hours

::; Last Refresh: 11/24/2019 12:50:05PM Configure refresh
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e System (DNS) allows 3 DNS namespace to be divided into zones. Each zone stores
t one or more contiguous DNS domains.

w zone, on the Action menu, dick New Zone.
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Rysunek 11 Tworzymy nowg strefe "Do przodu" - rozwijamy kontener i klikamy PM na "Forward Lookup Zone"

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server.

A zone translates DNS names to related data, such as IP E divided into zones. Each zone stores
addresses or network services.

To continue, dick Next.

Dostart| | 3o | 11-paint ” 2, DNS Manager a0 Ty 12:51PM
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Zone Type
The DNS server supports various types of zones and storage.

& Primary zone
Creates a copy of a zone that can be updated directly on this server.

E divided into zones. Each zone stores

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

" Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

I Store the zone iniActive Directory (available only if DS server.is a writeable domain

contrafler)
<Bad<| I Next > II Cancel
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Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is

itative. It might be your ization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone nameis  k divided into zones. Each zone stores
not the name of the DNS server.

Zone name:
] warsztaty.pl|
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Zone File
You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

E divided into zones. Each zone stores
& Create a new file with this file name:

I warsztaty.pl.dns

€ Use this existing fle:
[

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.
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Dynamic Update
You can spedify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

E divided into zones. Each zone stores
Select the type of dynamic updates you want to allow:

= Allow only,secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.
" Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
ted from untrusted sources.
(% Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back I Next > I Cancel
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Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You

Name:  warsztaty.pl = ke divided into zones. Each zone stores
Type:  Standard Primary

Lookup type: Forward

Note: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.
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& [E2] Global Logs

5 N

jame System (DNS) allows a DNS namespace to be divided into zones. Each zone stores
New Zone m bout ane or more contiguous DNS domains.

» [anew zone, on the Action menu, dlick New Zone.
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New Zone Wizard

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server,

A zone translates DNS names to related data, such as IP ke divided into zones. Each zone stores
addresses or network services.

To continue, dick Next.

fBackII Next > II Cancel
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& Primary zone fe divided into zones. Each zone stores
Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

" Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

I™ | Store the zone in Active Directory (available only if DS server.is awriteable domain
controller)

[ mext> |
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvé
esses.
E divided into zones. Each zone stores

" IPv6 Reverse Lookup Zone
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

, type the network ID or the name of the zone.
& Network ID:

] E divided into zones. Each zone stores

€ network 10 Is the porton of the IP addresses that belongs to this zone. Enter the
network ID inits (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

" Reverse lookup zone name:

2.0, 10.in-addr,arpa
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Rysunek 22 Dodajemy identyfikator sieci (bez ostatniego oktetu IP)



Zone File
You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

ke divided into zones. Each zone stores
& Create a new file with this file name:

| 2.0.10.in-addr arpa.dns

€ Use this existing fle:

To use this existing file, ensure that it has been copied to the folder
%SystemRoot%\system32\dns on this server, and then dick Next.
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Dynamic Update
You can spedify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

E divided into zones. Each zone stores
Select the type of dynamic updates you want to allow:

= Allow only,secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

" Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
~*- accepted from untrusted sources.
(* Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back I Next > I Cancel
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Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

e 20 10 o0k oS ke divided into zones. Each zone stores

Type:  Standard Primary
Lookup type: Reverse

Note: You shouid now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.
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& DNs Name [ Type [ Data
B § WINIFGYLV7Z51 £ (same as parent folder) Start of Authority (SOA) [1], win-fgy v7z51., hostm...
Global Logs =] (same as parent folder) Name Server (NS) winifgyiv7z51.
s
s
| Conditional Forwarders
Update Server Data File
New Mail Exchanger (MX)...
New Domain...
New Delegation...
Other New Records...
All Tasks 3
Refresh
Export List...
View »
Create a new host resource record.

[For Help, cick Help Topics on the Help Menu. [

[
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Name T [ pata

§ B i e ..
(3] Global Logs

Hifgy Iv7251.

[ (] Forward Lookup Zones
(| warsztaty.pl

~| Reverse Lookup Zones

@ [ Conditional

[ maciek |

Fully qualified domain name (FQDN):
| maciek. warsztaty.pl.

Dostart| | % m | 1§ 26-paint |2 ons Manager
Rysunek 27 Nadajemy imie - adres IP - Zaznaczamy opcje utworz PTR - dodaj host
{aowsmanager

[Fie acton vew W
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[ pata

x| win-ifgy 1v7251,, host...
fay 7251,
.2.16

WIN-FGY1LV7Z51
&) Global Logs
][] Forward Lookup Zones Name (uses parent domain name if blank):

_ [5] warsztaty.pl |
Reverse Lookup Zones

~| Conditional Forwarders Fully qualified domain name (FQDN):
| warsztaty.pl.

IP address:
|

IV Create associated pointer (PTR) record
DNS

0} The host record maciek.warsztaty.pl was successfully created.
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(£3] Global Logs

£ | Forward Lookup Zones
arsztaty.pl

Name

[

[ pata

| (same as parent folder)

ype
Start of Authority (SOA)

[2], win-ifgy v7251., hostm...

Rysunek 29 Dzieki temu w strefie "Do tytu" utworzyt sie PTR utworzonego Hosta

| 1§ 28-paint [5 DNS Manager

d s DNS Manager s

Fle Acton View Help
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WIN-IFGY1LV7Z51
&) Global Logs
=] s

3

=] 2.0.10.n-addr.arpa
| Conditional Forwarders

Name

[

[ pata

£ (same as parent folder)
=] (same as parent folder)
Ekamil

Ype.
Start of Authority (SOA)
Name Server (NS)
Host (A)

[1], win-ifgy Iv7z51., hostm...
windfgy v7z51.
10.0.2.17

| 29 -paint ':& DNS Manager
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=] j WIN-IFGY 1LV7Z51
(£3] Global Logs
| Forward Lookup Zones
=] warsztaty.pl

Name

[ Type

[ pata

| (same as parent folder)
] (same as parent folder)
E1.0.216

Start of Authority (SOA)
Name Server (NS)
Pointer (PTR)

[2], win-ifgy v 7251., hostm...
windfgy iv7z51.
maciek.warsztaty.pl.

|Create a new pointer resource record.
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= ﬂ WIN-IFGY 1LV7Z51
&) Global Logs
© | Forward Lookup Zones
5] warsztaty.pl
) [7] Reverse Lookup Zones
] 2.0.10.in-addr.arpa
| Conditional Forwarders

Host IP Address:

[1002

Fully qualified domain name (FQDN):

|21 warsztaty.pl

[ Type [ pata

[ 2:0.10.n-addr.arpa

Host name:

10.0.2.17
10.0.2.17

s fost (A)
jost (A)

[maciek.warsztaty.pl
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T Pointer (PTR) |
=] j WIN-IFGY 1LV7Z51

(3] Global Logs HostIP Address:
5 ] Forward Lookup Zones | [10.0.2.17
=] warsztaty.pl
[ ] Reverse Lookup Zones
(2] 2.0.10.in-addr.arpa
| Conditional Forwarders

fay 1lv7251., hostm...
V7251,
prsztaty.pl.

Fully qualified domain name (FQDN):
I 17.2.0.10.in-addr.arpa

Host name:

I maciek.warsztaty.pl

Oostart| | 5 m | 1 32-Paint . DNS Manager
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DNS
B § WINIFGYWv7zs1 1lv7251., hostm...
(§] Gobal Logs parent domain f left blank): [y o

- v7z51.
= warsztaty.pl

=]

Fully qualified domain name (FQDN):

.0.10.in-addr.arpa

Browse
~| Conditional Forwarders

I studendi.warsztaty.pl.

Lookin:  [5] warsztaty.pl
Fully qualified domain name (FQDN) for target host:

Records:
|

| Type [ Data
Host (A) 10.0.2.17
Host (A) 10.0.2.17

[maciek.warsztaty.pl

|Hosts and Aliases (A and CNAVE Records) |

e N
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T Alias (CNAVE) |

 on
=] g wINIFGY1Lv7Z51 1lv7z51., hostm...
(51 Gl Loge ; ent domain f left blark): [l BneNe

] V7251,
1 ) Forward Lookup Zones
=] warsztaty.pl

[ | Reverse Lookup Zones Fully qualified domain name (FQDN):
[ 2.0.10.in-addr.arpa
“| Conditional Forwarders

|smdenci.warsztaty.p|.

target host:

II maciek.warsztaty.pl -I Browse... I

Dostart| | % m | 1 34-paint £, DNS Manager
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WIN-FGY 1LV7Z51 fay V7251, hostm...
5] Global Logs kel drehi z v7z51.
=) o

L By default, DNS uses the parent domain name when creating a Mail
. Exchange record. You can specify a host or child name, but in most Brsztaty.pl
2! 2.0.10.n-addr.arpa  geployments, the above field is left blank.
~| Conditional Forwarders

Fully qualified domain name (FQDN):

S~ QDN) of mail server:
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2, DNS
B § WINIFGY1LV7ZS1
(£3] Global Logs
[ (] Forward Lookup Zones
2 warsztaty.pl
[ | Reverse Lookup Zones
(] 2.0.10.in-addr.arpa

Name

[n

[ Data

| (same as parent folder)
£ )

ype
Start of Authority (SOA)

[1], win-ifgy v7251., hostm...
i 1

mil
maciek

| studenci

=| (same as parent folder)

Host (A

Host (A)

Alias (CNAME)

Mail Exchanger (M)

10.0.2.17

10.0.2.17
maciek.warsztaty.pl
[10] mail.warsztaty.pl

| Conitional Forwarders
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— Interfaces Forwarders | Madvanced | RootHints

(iglsiobal Logs Forwarders are can use to resolve DNS
_| Forward Lookup Zones queries for records that this server cannot resolve.
_| Reverse Lookup Zones
_| Conditional Forwarders

& |Root Hints

[ Forwarders

[ (] Forward Lookup Zones
= warsztaty.pl

[ | Reverse Lookup Zones

2.0.10.in-addr.arpa

ditional Forwarders

[ server FoDn

™ Use rast hintsif-no forwarders are available

Note: If conditional forwarders are defined for a given domain, they will
be used instead of server-evel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope
tree.

oK | Apply. I Help |
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3
2, DNS

B § WINIFGY1LV7251 ilGlobal Log

[£2] Global Logs " Forward L

= (| Forward Lookup Zones
] warsztaty.pl

[ [ ] Reverse Lookup Zones

] 2.0.10.in-addr.arpa

| Conditional Forwarders

“IReverse L dns.google
~ conditionz filf €8.8.4. dns.google
;Roat Hints
|&f| Forwarder

Number of seconds before forward queries time out: |3
The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.

=0 -
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Microsoft Windows [Uersion 6.0.60011
Copyright (c) 2086 Micrasaft avation A1l pights »

Adninistrat r>ipconfig/registerdns

Windo IP Configurald

Registration of the DNS resource records for all adapters
een initiated. Any errors will be reported in the Event Uie

C:\Users\Administrator>nslookup

Default Server UnKnown
192.168.108.1

o€ UnKnown can’t find 18.8.2.15: Non-existent domain

Adninistrator>

|ﬁMministratonComm_. J |! % (eyy 1:05PM
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